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Agenda

« User productivity

— User Interface
— Searches
— Accelerators

— Web-Slices

« Security

— SmartScreen Filter

— InPrivate
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Internet Explorer 8
User Experience

Faster, Easier, more Secure
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Internet Explorer 8 Security
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Security Threats

Phishing:

Using an e-mail message or Web site, cybercriminals masquerade as a
trustworthy person or business to lure users into revealing personal or financial
information, such as usernames, passwords, or credit card details.

Malware:

Cybercriminals create software to steal personal information such as bank
account information, track everything a user types, send out malicious spam, or
harm computers.

Clickjacking:

An obscured or hidden Web element such as dummy buttons on a Web page
mislead a user to click a concealed link and perform unintended actions,
allowing cybercriminals to capture keystrokes, steal personal information, deface
Web pages, or launch other types of malicious attacks.

Cross-Site Scripting (XSS) Attacks:

Cybercriminals inject malicious scripts into Web pages to gain access privileges
to user-specific page content, session cookies, and other information maintained
by the browser. With this access, cybercriminals can steal sensitive information
about the user stored on the site or hijack the user's session to make purchases.

Microsoft Tech/Net




Phishing Example

www.le8demos.com/smartscreen
- Contoso
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Phishing - statistics

Statistical Highlights for 1< Half, 2009

Jan. Feb. = March | April May June

Mumber of unique phishing email reports received by 34 588 31 298 30125 35987 37165 35 918
APWG from consumers

MNumber of unique phishing web sites detected 27,300 21,974 30,760 36,194 45959 49,084
Number of brands hijacked by phishing campaigns 204 272 310 273 268 259
Country hosting the most phishing websites UsA Usa Usa UsA USA | Sweden
Contain some form of target name in URL £9.01 9 PhlShII"‘Ig Reports Received Januarv - June '09
40,000 3?1155
No hostname; just [P address 4.66% 34,588 35,287 35,918
35,000
31,298 30,125
Percentage of sites not using port 80 0.059 | 30.000
25,000
T T 20,000
Phishing Activity Trends Report
15 Half / 2009 15,000
www.apwg.org esinfo@apwg. 10,000
5,000
0
lanuary February March April May June
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Malware example

www.le8demos.com/smartscreen
- Tailspin
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Malware - stats
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Cross-Site Scripting - XSS

http://www.le8demos.com/smartscreen/
- Woodqgrove

http://www.le8demos.com/XSS/

Fiddler

— —— —_— — _

e -—

Microsoft Tech/Net



e

7:3 Favorites

[2 http:/ fwww.wie-man-sieht.net/rod_web/_flashy...

€ Internet | Protected Mode: On

A v BIN% -

Microsoft TechlNet



@ NSS Labs

security- Certiﬂed.

= Y "W‘T'\v/

~\VA IO ) [
wen RROWSER ocLURT
VWED :’Tu\..‘uﬂ—ﬁ oCuwUlN I

SOCIALLY ENGINEERED MALWARE PROTECTION

COMPARATIVE TEST RESULTS
Effectiveness

Microsoft IE8 (RC1) 69%
Mozilla Firefox v3.07 30% o Lt
Apple Safari v3 24% @;"
Google Chrome v1.0.154 16% /
Opera v9.64 5%
Microsoft IE7 4% L oo cii?jfj"‘“' v3

gy S

ORER v8 (RCy)

OZILLA Firgrgy V3.07
OPERA 9-64

MET
H0D0L0GY g, -
‘1.2

RCH 12, 2009




F u | | I & Fiddler Web Debugger - A free web debugging tool - Windows Internet Explorer
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Introducing Fiddler

What is Fiddler?

Fiddler is a Web Debugging Proxy which logs all HTTP(S) traffic between your computer
and the Internet. Fiddler allows you to inspect all HTTP(S) traffic, set breakpoints, and
"fiddle" with incoming or outgoing data. Fiddler includes a powerful event-based scripting
subsystem, and can be extended using any .NET language.

Fiddler is freeware and can debug traffic from virtually any application, including Internet
Explorer, Mozilla Firefox, Opera, and thousands more.

Visit the Fiddler Download Page...

Fiddler
QuickStart
Video
Bmin; 9mb

Web Debugging Proxy
www.fiddler2.com

@ Internet | Protected Mode: On
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InPrivate

= e — e e

Microsoft Tech/Net



@ Windows Internet Explorer 8 Home page * \Windonws Internet Explorer
Send Feedback

S Int
* £ Internet Expxom HTML, €SS, Compatibility, and More | MSON - Windows Internet Exploret
s £ Intermet [xplorel 8 The Enterprise-Ready Browser - Windows Internet Explorer
— _ —d

e S

k\/.‘@' RY it microsoft.com

| File Edit  View Favorites Tools Help @ ;

| Y n\\(lo'cﬂ(cm
‘ Help @\, vl RY mluo'o(ncm
| ‘

Favorites 3
| File Ed\\ V«ew Fa\cme, 1_00\5 Help
| H
\ B m v Dage” Saf

@ IEslog lmunelhp\mcri Favorites
@ IEBlog: Internet Explorer8 1 Internet Explores 8:The
United States ¢ | AlMcrosoft s

\ Favontes — ~
| | File idm V\cw ngon\es Tools
|

g HTML Enhancements 10 In.. ‘@ HEBlog Intenet Eaplorer§

« A HTML Enhancements inln..

ety Tool” o

b lHU.ﬂLEnhan(cmenhmln

Go

powered by 17 e Search

£7\Nindows
Dowaoads ‘ ' h
£7\Nindows

Buy
, How-10

Home
Videos S
1 MoarT— . Home

featured Head!

ln\tmel
le!

'w'.e("e'- Explorel 8 Home

Getting started
Windows’
tamet BXpOf ef

Int
@ ; S\rore

net £xplo’
lore the neW features

out nter
ExP

ctiviTy

;mprove prod

?fO
5 WebP? i Add'°"

o v}f’ A

ea
3.1 -

\
- pote™ ot £
l @ 100"‘“ mameo“
10 ~

et Exp! acle

15




Campus Days

14.-16. januar 2010

THANK YOU!

Remember: Good evals, please — we need them!




