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Agenda

• User productivity

– User Interface

– Searches

– Accelerators

– Web-Slices

• Security

– SmartScreen Filter

– InPrivate

• Internet Explorer 9



Internet Explorer 8 

User Experience

Faster, Easier, more Secure



Daniel



Internet Explorer 8 Security



Security Threats

Phishing:
Using an e-mail message or Web site, cybercriminals masquerade as a 

trustworthy person or business to lure users into revealing personal or financial 

information, such as usernames, passwords, or credit card details.

Malware:
Cybercriminals create software to steal personal information such as bank 

account information, track everything a user types, send out malicious spam, or 

harm computers. 

Clickjacking:
An obscured or hidden Web element such as dummy buttons on a Web page 

mislead a user to click a concealed link and perform unintended actions, 

allowing cybercriminals to capture keystrokes, steal personal information, deface 

Web pages, or launch other types of malicious attacks.

Cross-Site Scripting (XSS) Attacks:
Cybercriminals inject malicious scripts into Web pages to gain access privileges 

to user-specific page content, session cookies, and other information maintained 

by the browser. With this access, cybercriminals can steal sensitive information 

about the user stored on the site or hijack the user's session to make purchases.



Phishing Example

www.ie8demos.com/smartscreen

- Contoso





Phishing - statistics



Malware example

www.ie8demos.com/smartscreen

- Tailspin



Malware - stats



Cross-Site Scripting - XSS

http://www.ie8demos.com/smartscreen/

- Woodgrove

http://www.ie8demos.com/XSS/

Fiddler







Fiddler

Web Debugging Proxy

www.fiddler2.com

http://microsoftpdc.com/sessions/cl25



InPrivate





THANK YOU!
Remember: Good evals, please – we need them!


